RFID Implants May Have Health Risks




The roughly two thousand people walking around with glass-encapsulated RFID chips in their bodies are probably suffering from some headaches this week. Not because of the chips themselves, but the recent news that they might pose a health risk. 

Though the chips are approved for use in humans by the FDA, the AP revealed recently that a number of animal studies, conducted from 1996 to 2006, showed that the implants can induce malignant tumors. The FDA stands by its approval, and implant-maker VeriChip says its products are perfectly safe. But scientists who reviewed the research had mixed reactions.—Gregory Mone

Current State of NanoTechnology 
Research into NanoMaterials spans a significant spectrum of areas. Advanced material companies are producing innovative products in areas such as coatings, industrial powders, chemicals, and carbon nanotubes. Today, real world application of NanoTechnology exists in commercial business. About two-dozen serious applications of NanoMaterials and process have been fielded ranging from non-scuff floor tile to high strength brackets for running boards on vehicles to high temperature protective materials for spacecraft.While NanoMaterials are a significant portion of today's focus, several other areas are equally as promising. 




As we've noted quite a bit in the past, RFID tags show promise across a number of applications, despite the hurdles the technology has yet to overcome (e.g., security, etc.). Recently, many experts have called out for using Radio Frequency Identification tags to track all travel items. Such situations as those above may be avoided and the chance of your baggage being lost, negated. 
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(via RFID Journal: RFID tags integrated with standard baggage labels)

The exact movement of luggage can be tracked with an RFID tag on the bag, as the tag can be scanned automatically by numerous stationary “readers.” Thus far, bar-coded tags have been used for tracking baggage. These bar codes stored information about where the bag was going. The quandary therein is that if you lose your bag, the bar code will have to be rescanned before it is located. This process is time consuming.

However, the issue with RFID tags is that they cost more than a bar scan tag. Unlike a bar-scan tag that costs just a couple of cents, an RFID tag costs about 19 cents. The question arises, then: Who will pay for the tags?

National Institute of Information and Communications Technology Develops Cloth-made RFID Tag




The National Institute of Information and Communications Technology (NICT) has prototyped a cloth-made RFID tag.

NICT has already developed a cloth-made microstrip antenna, which replaces a dielectric substrate with thick cloth such as felt, and surface and bottom plane metal pieces with conductive cloth. The prototype tag uses the cloth-made antenna as its antenna, enabling it to be directly wrapped around curved metal objects as well as body surfaces. 

The prototype has a 2.4GHz chip and an impedance-matching circuit attached to the cloth antenna surface. This structure eliminates any bumps on the backside of the cloth, making it easy to attach it the object or body surfaces. 

NICT explains that the material cost of the cloth antenna is about 1/10 that of conventional microstrip antennas, hoping that microstrip antennas will be produced at low cost. 

Plans call for developing a cloth-made RFID tag that will use the UFH band.
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Early RFID tag removed from a Sandisk flash drive package (Midnightcomm on Wikimedia Commons)
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Surveillance technologies could miniaturize to the point where privacy becomes an issue.

That’s according to James Moor, a professor of philosophy at Dartmouth College in New Hampshire, who specializes in the ethics of nanotechnology. Nanotechnology will someday enable all kinds of devices to become very small. That includes, for example, the radio ID tags that let you EZPass through a toll both, or let retailers track packages and inventory. Such tiny devices might create a privacy issue.

James Moor: At checkout you could simply scan it and it would have a total when you arrive, and they would know exactly which items had been sold. It’s a privacy issue because you’re gathering information in ways that people may not be aware of. Of course, that can change over time as the tech moves along people become more aware of what’s possible.
Moor spoke of a “mismatch” between new technologies and what the average person knows about them.

James Moor: They’re just not ready to take the right kinds of precautions to protect themselves. So, it’s the old saw that it takes a while for the ethics to catch up.
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Microchip with antenna next to a grain of rice

Science fiction?

In truth, much of the radio frequency identification technology that
enables objects and people to be tagged and tracked wirelessly already
exists — and new and potentially intrusive uses of it are being
patented, perfected and deployed.

Some of the world’s largest corporations are vested in the success
of RFID technology, which couples highly miniaturized computers with
radio antennas to broadcast information about sales and buyers to
company databases.

Already, microchips are turning up in some computer printers, car
keys and tires, on shampoo bottles and department store clothing tags.
They’re also in library books and "contactless" payment cards (such as
American Express’ "Blue" and ExxonMobil’s "Speedpass.")

Companies say the RFID tags improve supply-chain efficiency, cut
theft, and guarantee that brand-name products are authentic, not
counterfeit. At a store, RFID doorways could scan your purchases
automatically as you leave, eliminating tedious checkouts.

At home, convenience is a selling point: RFID-enabled refrigerators
could warn about expired milk, generate weekly shopping lists, even
send signals to your interactive TV, so that you see "personalized"
commercials for foods you have a history of buying. Sniffers in your
microwave might read a chip-equipped TV dinner and cook it without
instruction.

Wireless Wonder Chip

HP's tiny chip could offer a new way for storing and sharing video, audio, and pictures.

By Kate Greene
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	This tiny wireless chip is capable of storing audio, video, pictures, and text. When attached to or imbedded in paper, it can add more media options to photos, postcards, and other documents. (Courtesy of Hewlett-Packard) 


Hewlett-Packard's announcement earlier this week that it's working on a miniscule wireless chip, called Memory Spot, has prompted some experts to speculate that the device could revolutionize how digital information is stored and shared. The chip -- which is half the size of a grain of rice -- can hold up to four megabits of information, enough for minutes of audio, short video clips, or hundreds of pages of text. 

Because it's so small, and potentially cheap, HP's chip can be either attached to or embedded in various objects, including paper, says Howard Taub, vice president of research at HP. For instance, by using a device called a reader to extract the information stored on the chip, Memory Spot could provide an audio clip for a photo, a revision history of a paper document, or supplementary video footage to explain a complex topic in a text book. It has the ability to "make paper or a document more dynamic," he says.




Intermec Introduces Revolutionary New EXCELerate™ Bar Code Laser Scanning Technology
• Offers high-performance option to current laser scan engines

• Uses tested MEMS nanotechnology

• Incorporates frictionless silicon mechanical parts for reliable, longer-lasting scanners

• Provides faster scans and smaller form factor for improved ergonomics 

EVERETT, Wash., Dec. 16, 2004 - Intermec Technologies Corp., a pioneer in automatic data collection, today introduced a revolutionary new bar code laser scanning technology that is more compact and reliable and offers longer product life than current bar code laser scan engines. The new EXCELerate(tm) bar code laser scan engine, based on a technology known as Micro Electro Mechanical System or MEMS, is the result of five years of development collaboration with a leading European research institution.

MEMS devices are manufactured using silicon semiconductor batch fabrication techniques similar to those used for integrated circuits, resulting in new levels of functionality, reliability and sophistication that can be placed on a small silicon chip. MEMS technology produces a laser scan engine with entirely new capabilities, including faster scan rates, miniaturization, improved durability and frictionless mechanical parts for longer-lasting performance. Initial scan rates are five times faster than current mechanical motor-based laser scanners, with the capability to increase in future product generations to thousands of scans per second. This speed will allow precise high-speed scanning in two dimensions and will provide omni-directional reading of 1D and stacked bar-codes, as well as 2D raster scanning for matrix codes.

Hitachi develops RFID powder
14 Feb 2007
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Hitachi’s new RFID chips (pictured on right, next to a human hair) are 64 times smaller than their mu-chips (left)
RFID keeps getting smaller. On February 13, Hitachi unveiled a tiny, new “powder” type RFID chip measuring 0.05 x 0.05 mm — the smallest yet — which they aim to begin marketing in 2 to 3 years. 

By relying on semiconductor miniaturization technology and using electron beams to write data on the chip substrates, Hitachi was able to create RFID chips 64 times smaller than their currently available 0.4 x 0.4 mm mu-chips. Like mu-chips, which have been used as an anti-counterfeit measure in admission tickets, the new chips have a 128-bit ROM for storing a unique 38-digit ID number.

The new chips are also 9 times smaller than the prototype chips Hitachi unveiled last year, which measure 0.15 x 0.15 mm. 

At 5 microns thick, the RFID chips can more easily be embedded in sheets of paper, meaning they can be used in paper currency, gift certificates and identification. But since existing tags are already small enough to embed in paper, it leads one to wonder what new applications the developers have in mind
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	This picture shows how a SurgiChip tag is scanned before surgery (Credit: SurgiChip).


Here is what the Associated Press writes about the device.

A radio frequency tag that patients can affix like a bandage to ensure doctors perform the right surgery on the right person won government approval Friday.

The tag, manufactured by SurgiChip Inc. of Palm Beach Gardens, Fla., aims to prevent wrongful surgeries that records show kill thousands of patients a year.
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Each Vita Craft pan handle is embedded with an RFID computer chip designed specifically for that type of pan. The chip uses a proprietary signal to communicate with coordinated chips in the cooktop and special recipe cards that monitor each cooking step for a particular dish.

Until now, advances in automatic cooker control have been limited to single applications and single temperatures. With Vita Craft’s RFIQin system, each pan handle is embedded with an MI Tag designed specifically for that type of pan. The MI Tag uses a proprietary signal to communicate with the pan and the IH cooktop 16 times per second to perfectly monitor each cooking step and perfectly reproduce the most difficult recipes.
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A company called Bee Alert, which has worked with the U.S. Army to train bees for military applications, such as the detection of toxic chemicals, teamed with systems integration firm Integral RFID to develop Hive Sentry, an RFID antitheft system that alerts owners when hives in the field are being moved. 

A 303-MHz active tag from RF Code is buried inside each hive. It beacons its unique ID every 12 seconds when the tag is stationary and every two seconds when it's in motion.
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After an on-again, off-again review process that finally culminated with full State Department approval last year, the US government has finally issued its first passports containing RFID chips. The embedded chips in the new passports -- which are being issued to a group of diplomats as part of a pilot program -- contain the same information that's in the printed document, including a photo of the passport holder. Government officials have said that the use of the RFID chip allows passports to be scanned and cross-referenced with security databases more easily, while privacy advocates have argued they'll make it easier for identity thieves and terrorists to extract information -- especially after a security firm successfully demonstrated that they were able to crack the encryption used on prototype Dutch RFID passports. Despite such concerns, the new passports are scheduled to be rolled out nationally in October.
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